Privacy Policy
Last Updated: 01/01/2022
Gentuity, LLC (“Gentuity,” "us", "we", or "our") operates the https://gentuity.com/ website and other services
where this Privacy Policy is posted (the "Service"). We are committed to protecting your Personal Data and your
right to privacy. If you have any questions or concerns about this Privacy Policy or our practices regarding your
Personal Data, please contact legal@gentuity.com.
When you use our Services, we understand and appreciate that you are trusting us with your Personal Data. We
take your privacy very seriously. In this Privacy Policy, we aim to clearly explain the information we collect, how we
use it, and your rights. Please read through our Privacy Policy carefully. If there is anything in this Privacy Policy
that you do not agree with, please discontinue use of our Services immediately.
We use your data to provide and improve the Service. By using the Service, you agree to the collection and use of
information in accordance with this Privacy Policy. Unless otherwise defined in this Privacy Policy, terms used in
this Privacy Policy have the same meanings as in our Terms & Conditions.
For a printable version of this Privacy Policy, please click here.
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Information Collection and Use
We collect several different types of information for various purposes to provide and improve our Service to you.
While using our Service, we may ask you to provide us with information that identifies, relates to, describes, is
capable of being associated with, or could reasonably be linked, directly or indirectly, with a particular individual,
device, or household ("Personal Data"). Below, we describe how we handle your Personal Data and describe the
information we may have collected, how it may be used, and the sources:
•

Identifiers, which may include first and last name, address, Internet Protocol address, phone number, or
email address. These are sourced directly from you or indirectly from you (e.g., from observing your

•

•
•

•

actions on the Service). They are used to fulfill or meet the reason you provided the information, to
contact you in relation to our Service, to respond to an inquiry, for product and service improvement, to
screen for potential risk or fraud, to provide customer service or marketing. For example, when you use
our contact form, you provide your first name, last name, and address. We disclose identifiers for
business purposes to internet service providers and administrative service providers.
Characteristics of protected classifications, such as age or gender. We source this information directly
from you. We use this information to fulfill or meet the reason you provided the information, marketing,
or to provide relevant services. For example, we may use this information for targeted advertising. We do
not disclose this information to third parties.
Biometric information, such as physiological, biological, or behavioral characteristics. We source this
information directly from you. We use this information to fulfill or meet the reason you provided the
information, to provide our Services, and improve our Services.
Internet, technical or other similar network activity, which may include usage and browsing history; IP
address; browser type; browser version; the pages of our Service that you visit; the time and date of your
visit; the time spent on those pages; unique device identifiers and other diagnostic data. We source this
information directly or indirectly from you (e.g., from observing your actions on our Service). We use this
information to fulfill or meet the reason you provided the information, to screen for potential risk or
fraud, or to improve our Service. We disclose this information for business purposes to administrative
service providers, data analytics providers, and internet service providers. Please see our Tracking and
Cookies Data section below for more information.
Inferences drawn from other personal information, which may include a profile reflecting a person’s
preferences, interests, characteristics, psychological trends, predispositions, behavior, attitudes,
intelligence, abilities, and aptitudes. We source this information directly or indirectly from you, (e.g., from
observing your actions on our Service). We use this information to fulfill or meet the reason you provided
the information or for marketing. We do not disclose this information to third parties.

Your decision to provide any Personal Data is voluntary. However, please note that, if you do not provide certain
Personal Data, we may not be able to accomplish some purposes outlined in this Privacy Policy and you may not be
able to use or access certain Services.
Tracking and Cookies Data
We use cookies and similar tracking technologies to track the activity on our Service and hold certain information.
Cookies are files with a small amount of data which may include an anonymous unique identifier. Cookies are sent
to your browser from a website and stored on your device. Tracking technologies also used are beacons, tags, and
scripts to collect and track information and to improve and analyze our Service.
We may also work with service providers that use cookies to collect information and to serve advertisements to
you across the Internet based on that information.
•

Google Analytics. To help facilitate the delivery of relevant content, we use Google Analytics. Google
Analytics uses cookies to report on user interactions on our and others' websites. We use the data
collected for optimizing marketing, refining advertising and/or programming strategies, and generally
improving user experience. For more information about Google Analytics and how it collects and
processes data, please visit: https://policies.google.com/technologies/partner-sites and instructions on
opting out of Google Analytics using a specific plug-in is available at the following link:
https://tools.google.com/dlpage/gaoptout. Note that this opt-out is specific to Google activities and does
not affect the activities of other ad networks or analytics providers that we may use.

You can instruct your browser to refuse all cookies or to indicate when a cookie is being sent. The Network
Advertising Initiative also offers a means to opt-out of a number of advertising cookies. Please visit

www.networkadvertising.org to learn more. The Digital Advertising Alliance also has an opt-out tool available here.
Note, if you do not accept cookies, you may not be able to use some portions of our Service.
Sources of Data
We collect Personal Data in the following ways:
•
•
•

Directly from you when you enter information on our Service. For example, when you contact us, you
provide your first name, last name, email, and phone number.
Indirectly from you when you visit our Service. For example, our Service collects information through
cookies when you visit our Site. Please see our Tracking and Cookies Data section above for more
information.
From service providers. For example, we may use service providers who retrieve publicly available
information about you and we may combine it with Personal Data we have about you.

Use of Data
Gentuity uses the collected data for various purposes:
•
•
•
•
•
•
•
•
•

To provide and maintain the Service
To notify you about changes to our Service
To allow you to participate in interactive features of our Service when you choose to do so
To provide customer care and support
To provide analysis so that we can improve the Service
To monitor the usage of the Service
To detect, prevent and address technical issues
For advertising and marketing purposes
To fulfill or meet the reason you provided the data

Transfer of Data
Your information, including Personal Data, may be transferred to — and maintained on — computers located
outside of your state, province, country, or other governmental jurisdiction where the data protection laws may
differ from those from your jurisdiction.
If you are located outside the United States and choose to provide information to us, please note that we transfer
the data, including Personal Data, to the United States and process it there.
Your consent to this Privacy Policy followed by your submission of such information represents your agreement to
that transfer.
Disclosure of Data
With Your Consent
We may share or disclose Personal Data if you ask, direct, or authorize us to do so.
Affiliates, Strategic Partners, Agents, Other Unaffiliated Parties
We may share or disclose Personal Data to our affiliates, strategic partners, agents, and other unaffiliated parties.
For example, we may contact you with an offer or advertisement related to a product or service that we believe
you may be interested in.

Third-Party Service Providers
We may engage third-party service providers to perform services in connection with the operation of our business.
Examples of these services include fraud protection, Service evaluation, and data analysis. We provide Personal
Data to these third-party service providers, but we authorize them to use this information only in connection with
the services they perform.
Reorganization
In the unlikely event of a direct or indirect reorganization process including, but not limited to, assignments,
mergers, acquisitions, divestitures, bankruptcies, insolvencies, and sales of all or a part of our assets, we may
disclose your Personal Data following completion of such transaction and/or during the assessment process
pending transfer. If transferred in such a case, the purchaser will abide by the terms and conditions of this Privacy
Policy.
Legal Requirements
Gentuity may disclose your Personal Data in the good faith belief that such action is necessary to:
•
•
•
•
•

To comply with a legal obligation
To protect and defend the rights or property of Gentuity
To prevent or investigate possible wrongdoing in connection with the Service
To protect the personal safety of users of the Service or the public
To protect against legal liability

Security of Data
The security of your data is important to us, but remember that no method of transmission over the Internet, or
method of electronic storage is 100% secure. You play a role in protecting your Personal Data as well. While we
strive to use commercially acceptable means to protect your Personal Data, we cannot guarantee its absolute
security, and you understand that any information that you transfer to us is done at your own risk. If we learn of a
security systems breach we may attempt to notify you electronically so that you can take appropriate protective
steps. By using the Service or providing Personal Data to us, you agree that we can communicate with you
electronically regarding security, privacy, and administrative issues relating to your use of the Service. We may
post a notice via our Service if a security breach occurs. We may also send an email to you at the email address you
have provided to us in these circumstances. Depending on where you live, you may have a legal right to receive
notice of a security breach in writing.
Links to Third Party and External Pages
Our Service may contain links to other sites that are not operated by us. If you click on a third-party link, you will
be directed to that third party's site. We strongly advise you to review the privacy policy of every site you visit.
We have no control over and assume no responsibility for the content, privacy policies, or practices of any thirdparty sites or services.
Children's Privacy
We do not knowingly collect Personal Data from anyone under the age of 13. If you are a parent or guardian and
you are aware that your children have provided us with Personal Data, please contact us. If we become aware that
we have collected Personal Data from children, we take steps to remove that information from our servers.

California Privacy Rights
If you are a California resident and the processing of Personal Data about you is subject to the California Consumer
Privacy Act (“CCPA”), you may have certain rights with respect to that information.
PLEASE NOTE THAT PERSONAL DATA COLLECTED IN BUSINESS-TO-BUSINESS (“B2B”) TRANSACTIONS IS EXEMPT
FROM MOST OF CCPA’S REQUIREMENTS UNTIL JANUARY 1, 2023. Accordingly, since Gentuity is a B2B business,
some of the rights described in this California Privacy Rights section may not apply to you.
•

•
•
•

Right to Know - You may request information about the categories and specific pieces of Personal Data
we have collected about you, as well as the categories of sources from which such information is
collected, the purpose for collecting such information, and the sale or disclosure for business purposes of
your Personal Data to third parties, and the categories of third parties with whom this information was
shared. You may also request a copy of the Personal Data we have collected, and upon request, we will
provide this information to you in electronic form.
Right to Request Deletion - You also have a right to request that we delete Personal Data under certain
circumstances, subject to a number of exceptions.
Right to Opt-Out - You have a right to opt-out from “sales” of Personal Data. We do not “sell” Personal
Data and we do not knowingly “sell” the Personal Data of children under 16 years old.
Right to Non-Discrimination – You have the right not to be discriminated against for exercising any of
these rights.

You can exercise your rights by contacting us using the details set out in the Contact Us section below. You may
designate an authorized agent to make requests on your behalf to exercise your rights under the CCPA. Before
accepting such a request from an agent, we will require the agent to provide proof you have authorized it to act on
your behalf, and we may need you to verify your identity directly with us. Further, to provide or delete specific
pieces of Personal Data we will need to verify your identity to the degree of certainty required by law.
We may offer various financial incentives from time to time. The terms of a financial incentive will be provided at
the time you sign up for a financial incentive. You may withdraw from any of the financial incentives. We have
calculated the value of a financial incentive by using the expense related to the offer, and the value of your data is
the value of the offer presented to you.
How We Respond to Do Not Track Signals
The “Do Not Track” (“DNT”) privacy preference is an option that may be made in some web browsers allowing you
to opt-out of tracking by websites and online services. At this time, global standard DNT technology is not yet
finalized and not all browsers support DNT. We, therefore, do not recognize DNT signals and do not respond to
them.
Record Retention Policy
We will maintain your Personal Data for our records only for as long as necessary to fulfill the purpose for which it
is collected and in accordance with legal obligations, resolve disputes, and enforce our agreements.
Material Changes To This Privacy Policy
We may update our Privacy Policy from time to time. We will notify you of any changes by posting the new Privacy
Policy on this page. If we make a material change to the Privacy Policy, we will let you know via email and/or a

prominent notice on our Service, prior to the change becoming effective and update the "Last Updated" date at
the top of this Privacy Policy.
You are advised to review this Privacy Policy periodically for any changes. Changes to this Privacy Policy are
effective when they are posted on this page. By continuing to use our Service you are agreeing to be bound by any
changes or revisions made to this Privacy Policy.
Contact Us
If you have any questions about this Privacy Policy, please contact us:
Please address to: Gentuity, LLC
By email: legal@gentuity.com
By mail: 142 North Rd., Sudbury, MA 01776, US
By phone: (978) 202-4108

